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The Use Of Radio Frequency Identification (RFID) In The Workplace.
Introduction
Surveillance of workers is nothing new. It has been going on since the beginning of the industrial revolution. However the nature of surveillance is changing. Due to rapidly evolving technology and the ability of an interconnected digital age workers are presented with significant challenges in many workplaces.

What exactly is RFID?
Radio Frequency Identification is a method of storing and retrieving data using wireless systems. The equipment involved comprises of a tag, which is also known as a transponder, smart label, card or ticket; a reader or scanner, which is either fixed or hand held and a computer with relevant software. Data is stored on the tag and exchanged with the reader via radio transmissions between the two components. Usually these transmissions are in the high frequency or UHF range, although there are predictions of a move into the microwave range. Some tags have a built in power source, a battery, so that they can operate over greater distances with a larger capacity and increased speed of use.

Where is RFID used?
Applications of RFID technology are expanding rapidly, with worldwide sales of tags reaching an estimated 1.3 billion in 2006. They are used to manage stocks of goods through tracking stores, tools, equipment, animals and even humans. They have recently been suggested for use in wheelie bins to measure the amount of rubbish we throw out at collection times. They can be used in safety related applications such as exposure monitoring in the nuclear industry or the tracking of miners location underground. Many transport and process monitoring systems are being developed to introduce controlled safety cut-out features.
So is it all good news using RFID?
Obviously, as stated, there are some benefits to be had from using RFID technology. However RFID provides an additional source of exposure to electro-magnetic radiation. In addition they also:
▪
Have the potential to interfere with items such as hearing aids and medical implants.

▪
There is an increase in the dehumanisation of workers where RFID tags are used to track and monitor performance. This can lead to increased stress in the workplace.

▪
There is the potential for an increase in Musculo-Skeletal-Disorders (MSDs) through extensive use of hand held devices.

▪
If there is an over reliance on automated safety systems based on RFID there could be an increase in accidents if those systems were to fail.

Health & Safety implications of using RFID

Manufacturers of RFID systems argue that the power levels and exposure times of the transmission between readers and tags are relatively low compared to mobile phones, so the risk to health and safety are also low. If the predicted move into microwave technology occurs in the future then there will need to be a reassessment of this. In the immediate term, the loss of privacy and individual control over the job are already recognised as stressors at work and need to be addressed. The technology already exists, and indeed is being used in humans, with skin implants, to track individuals in medical or embassy situations. While these may have societal benefits there are large philosophical questions over the use of RFID in terms of civil liberties and personal freedoms.

The role of the GMB Safety Representative.

As always the effect of change on workers is less dramatic if they are involved with, and consulted on that change before it is introduced. The Safety Representatives and Safety Committee (SRSC) Regulations are very clear on this. Regulation 4A(e) states that ”the employer has a duty to consult on the health and safety consequences for the employees that safety representative concerned represents of the introduction, including the planning thereof, of new technologies in the workplace.”

Where this does not happen the GMB safety rep should use the grievance procedure to attempt to change this.

Conclusion

Where there is an evolving situation with new technology such as RFID use, it is difficult to give a definitive conclusion on this matter. Some good news involving GMB and this issue revolves around the setting up by the European Commission of a working group to look at setting standards on RFID use. For further information on this please contact john.mcclean@gmb.org.uk 
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